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Data Security in 2018

How to Secure Your Data & Protect Your Business

Executive Summary
The penalties for failing to secure your company’s data are higher than even before, with severe
monetary and reputational damage facing companies who fall victim to data breaches.
In the paper that follows, we will lead you through four crucial elements you need to account for to
secure your data and protect your business.

Here’s what your business can do to protect your data
⊲ Comply with relevant regulations

⊲ Educate your employees

⊲ Implement a data governance plan

⊲ Dispose of your end-of-life IT assets
securely

1. Introduction
2018 is a decisive year in the history of data security. With the upcoming implementation of the General Data
Protection Regulations (GDPR), businesses can no longer afford to think of data security as an afterthought. 2017 was a
year of high profile data breaches, with companies such as Equifax, Bupa and Uber counted among the victims. There
is no doubting that there will be more breaches of critical business data to come, only the cost of failure will be much
higher than before.
Under the Data Protection Act 1998 (DPA), a business deemed to have breached data protection guidelines could be
fined up to £500,000. However, the GDPR, which is set to replace the DPA in the UK in May 2018, reserves the right to
fine businesses up to €20 million or 4% or annual global turnover – whichever is higher.

For many businesses, a serious data breach in 2018
could realistically result in insolvency.
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2. Regulations Section
Intro
On the 25th May 2018, Europe’s data security regulations will undergo their most significant overhaul in 20 years.
Since the DPA was passed into law by Parliament in 1998, Britain, and the world, has experienced a technological and
informational revolution. The sheer quantity of digital information being created, shared and stored in 2018 far exceeds
the original scope of the DPA, rendering the old regulation unfit for purpose.
The regulation which is set to replace the DPA, the GDPR, is designed, in essence, to give EU citizens greater control
over their personal data, at the same time as making the processes behind the handling and processing of data more
streamlined and transparent.
In the UK, the DPA will be replaced by the Data Protection Bill. In essence, the bill serves to implement crucial aspects
of the GDPR into UK law, ensuring that GDPR provisions continue to apply in the UK even after the regulation itself
ceases to have direct effect after Brexit.

Complying with the GDPR

...to comply with
the regulations,
or face financial
penalties which can
amount to as much
as €20 million
or 4% of annual
global turnover –
whichever is higher.

The biggest change from the
DPA to the GDPR is that now any
organisation that processes European
data or is based within the EU, needs
to comply with the regulations, or face
financial penalties which can amount
to as much as €20 million or 4% of
annual global turnover – whichever
is higher. It is for this reason that the
regulation will still apply, to all intents
and purposes, to businesses in the
UK whatever the outcome of the
Brexit negotiations. Indeed, even
if your company resides outside of
the UK and the European Union, you
will still have to adhere to the new
regulations if you process data from
just one single EU customer.

Much ink has been spilt on the subject
of the GDPR, and much of it pertaining
to ‘cyber-security’ however, despite
widespread perception, regulations
such as the DPA and the GDPR are
about data; specifically how it is
handled, protected and secured.
Data protection guidelines form the
main substance of the GDPR, but data
security still plays a significant role in
the new regulations, with obligations
defined for both data processors
and controllers, as well as specific
instructions for the responsibilities
incumbent upon businesses who suffer
from a data breach.

GDPR - Key Points
As we have already established, any company that is either a) based in the EU, or b) dealing with data from EU citizens,
is required to comply with the GDPR, no matter where the business itself is based.
The definition of ‘personal data’ is broader in the GDPR than in the DPA, with the meaning now extended to any data
that might be used to identify an individual, including cookies and IP addresses.
⊲⊲ For companies that either a) “regularly and systematically monitor” the data of EU citizens data, or b) process
sensitive personal data on a large scale, must appoint a data protection officer. This will apply to many
organisations affected by the GDPR, in many cases leading to the appointment of new staff.
⊲⊲ One of the most significant changes pertains to breach notification protocol. All companies to whom the GDPR
applies must now report any data breach that places their customer’s data at risk to the ICO (or the relevant
supervisory authority in your location) within 72 hours of discovery. In the event of a major data breach, the
company is also obliged to inform the customer or user themselves.
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⊲⊲ Additionally, data processors (individuals who deal with data, but don’t own it), are also required to notify the
public of data breaches that happen on their watch without “undue delay”.
⊲⊲ Data controllers, meanwhile, need to keep an internal “breach register”, recording any breach instances, the
effects of the breach, and the steps taken to mitigate against future breaches.
The GDPR is not the only new EU regulation which organisations will have to ensure they comply with in 2018,
with MIFID II AND PSD2 set to come into effect in January of this year. Both MIFID II and PSD2 contain updated
guidelines on the processing and handling of data in the financial and payment industries respectively. Much of
this data will be sensitive personal information, and organisations must ensure it is handled and stored securely
to protect their customers and clients, as well as guarding their business against potential regulatory fines and
penalties.
Ultimately, while the implementation of new regulations such as the GDPR may feel like an organisational nightmare,
from a data security perspective, they are to be welcomed. The guidelines on the steps to take to protect sensitive
data, the protocol to follow in a data breach, and the price for failing to secure your data, have never been clearer.
To learn more about the GDPR visit the official website, and read the ICO 12 Point ‘Preparing for the General Data
Protection Regulation’ checklist.

3. Data Governance Section
In order to ensure the security of your data, and to protect your business as a whole, it is important to implement a
process that ensures your data is accurate, clean and secure. This process is commonly known as data governance.

What is Data Governance?
Data governance is an overarching strategy that accounts for the management of the availability, integrity and
security of business data. Effective data governance will ensure that data is consistent and trustworthy, and will
entail the definition of a set of rules and policies regarding data usage. These rules and policies include, but are not
limited to:

⊲⊲ Securely storing data
⊲⊲ Protecting data from internal and
external threats
⊲⊲ Backing up data regularly and safely
⊲⊲ Assigning secure access to data
⊲⊲ Ensuring employees are responsible
for data at their disposal

Essentially, data
governance helps you
to define the safe and
correct management
of the most valuable
asset available to your
company, data.

Implementing a data governance strategy is a significant undertaking, and will entail either delegating responsibility
to existing employees, or hiring new staff to ensure it is implemented correctly. To ensure your data governance
strategy is successful, there are two main phases you need to cover initially: Implementation and Stewardship.
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Data Governance Strategy
Implementation
The first step on the road to implementing a data governance strategy requires the identification and definition
of the owners or custodians of the data in your business. The individual(s) identified for this role will assume the
responsibilities of data stewardship.
Following this step, data governance processes must be created and implemented effectively. These processes will
determine how the data in your business will be stored, backed up and secured against attack. In addition to this,
procedures and standards defining the use and handling of data by authorised personnel must be developed.
Finally, audit procedures that ensure continuing compliance with external government regulations (such as the
GDPR) must be implemented to protect your business against any potential regulatory penalties.

Stewardship

Implementing
a sound data
governance
strategy is a key
step to ensuring
the security of your
data overall.

Stewardship is a crucial element of your data governance strategy,
and your appointed data steward(s) will be responsible for the
management and administration of your business’s data assets.
When implemented effectively, your data stewards will not only
ensure that your data is secure, but that the data is of a high quality,
reliable and accessible.
When it comes to the implementation of the overarching data
governance strategy, teams of data stewards are often employed,
consisting of individuals in a variety of roles, who are experts in the
various aspects of data within your business. These data stewards
will then collaborate with employees elsewhere in the organisation
in order to ensure the standards defined in the data governance
strategy are understood and observed.

Implementing a sound data governance strategy is a key step to ensuring the security of your data overall.
Defining processes and procedures for the handling of data, delegating responsibilities to dedicated data stewards
for the responsibility of the management of your data, and defining set standards for the handling of data in your
organisation, will ultimately ensure that your data is reliable, clean, and secure.

4. Employee Education
One of the most important lines of defence when it comes to ensuring the security of your data is your staff. An
educated and data security conscious workforce can help your organisation to maintain high standards of security
at every level of the business. However, the reality is that, far from being an asset, many employees prove to be a
security liability. Tripwire, an IT insights and trends website, reports that 59 percent of data breaches occur because
of employee carelessness.
To mitigate against ‘employee carelessness’, and to protect against a costly data breach, it is crucial that
organisations implement a strong data security training programme for their employees. Educating staff on data
security best practices drastically reduces the chances of a data breach, and helps to transform potential security
weaknesses into strengths.

The Insider Threat
Despite a growing awareness of the value of data, we are still seeing an alarmingly high volume of data breaches
resulting from employee ignorance and/or carelessness.
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Individuals continue to fall for scams such as phishing emails and social engineering. While some employees make
basic security errors such as downloading sensitive company data to their personal devices, which are at greater
risk of theft, exposing the company to a potentially serious data breach.

Employee carelessness is alarmingly entrenched, with
a recent study by Sharp finding that:

A quarter of employees
surveyed store work
information in the public
cloud even though they
are not permitted to

23 percent of workers
use public file sharing
services for work
information even though
they’re not allowed to

31 percent of those
surveyed ignore office
protocol and take work
home to complete

Elsewhere, a survey of 300 300 UK-based IT professionals by HANDD Business Solutions found that 21% of
those surveyed believed that their employees’ behaviour and their reactions to social engineering attacks pose a
significant threat to data security.

The Importance of Data Security Education
Many businesses try to take the shortcut to educating their workforce, by simply requiring their employees to sign
a data security policy. As is so often the case with such documents, the i’s may be dotted, and the t’s crossed, but
very little of the information itself is actually absorbed.
To truly impact on the behaviour and knowledge of employees in your organisation, data security education is
essential. These training sessions will allow staff to learn together, meaning that they will eventually be able to act
collectively to tackle any potential security threats, and to respond appropriately in the event of a breach. This will
bring all employees up to a basic level of data security competence, and will ensure that your company security
policy is fully understood.

According to Michael Cobb, founder and managing director of security software company Cobweb Applications,

An effective training programme has to make it clear that information security is
an integral part of everyone’s job with ownership, responsibility and accountability
for risk made obvious in policies and job descriptions. Due to continually evolving
technologies and threats, you will need to update and repeat your awareness
programmes as you update your security policies.
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Indeed, instead of a one-off session, data security education should be provided on an ongoing basis, this will help
your employees to

⊲

learn to use the technology at their disposal in a
safe and secure way

⊲

Improve end response to any potential data
breach

⊲

Defend themselves against a variety of scams,
such as email phishing, spear phishing and social
engineering

⊲

To understand the threat posed to the
organisation by carlessenness, and to take data
security seriously

⊲

Develop essential data security competencies to
tackle potential data security threats

Even the most highly trained and conscientious
employees can make potentially costly mistakes.

To mitigate against this, effective policies and procedures should be in place as part of your data governance
strategy. These will entail double-checking and recording activities, which will allow information security officers and
data stewards to act decisively before any damage is incurred.
Ultimately, the cost of failing to train employees on the importance of data security far outweighs the investment in
the training itself, particularly with the implementation of the GDPR later this year, not to mention the reputational
and organisational damage that a serious data breach can incur.

5. IT Asset Disposal Section
Intro
So far in our guide to Data Security in 2018, we have covered the importance of regulatory compliance, the
implementation of a data governance strategy, and the necessity of providing data security education for your staff.
To conclude, we end with one of the most overlooked threats to the security of your business data - the way in
which the hardware containing your data is disposed of once it has been decommissioned. This process is referred
to as IT Asset Disposal (ITAD), and it is the final step in ensuring the security of your business data throughout its
lifecycle.

What is ITAD
IT Asset Disposal is a highly specialised service that entails the secure and responsible disposal of end of life IT
assets, such as mobile devices, desktop, laptops or storage devices.

The process of disposing of IT assets aims to satisfy two core criteria:
1. To ensure that data is destroyed securely
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A fully certified ITAD provider should be able to fully deliver on both of these objectives, and will also be compliant
with all relevant industry regulations, such as WEEE (Waste for Electrical and Electronic Equipment) be registered
with the Environment Agency as an approved Waste Carrier and potentially, hold AATF status (Approved Authorised
Treatment Facility), as well as being conversant with the differing applications of the DPA and GDPR to the ITAD industry.

Importance of ITAD
When it comes to end of life IT assets, businesses cannot afford to operate an ‘out of sight, out of mind’ policy. While
data is stored on a particular device, it can still be extracted, whether the device itself is in active use or not. If your
IT assets are re-sold before the data has been securely sanitised, or if they are stolen, lost or mislaid in transit or
storage, then your business risks all the penalties concomitant with any data breach, such as regulatory fines as well
as severe reputational damage.
In order to guard against these eventualities, employ an industry accredited ITAD provider to take responsibility
for the security, storage, transit, recycling and audit of your end of life hardware. In most cases, devices containing
sensitive information, such as computers or mobile phones, will need to be subjected to the process of data
destruction, in the form data erasure, degaussing or data shredding. A detailed audit trail will also be necessary
to prove that the disposal was carried out in accordance with all relevant environmental and data security
requirements and regulations.
With the forthcoming implementation of the GDPR, high quality IT Asset Disposal becomes an imperative data
security requirement. Previously, an organisation may have been able to avoid responsibility for the loss of data
under the control of a third party, however, the GDPR will enforce joint liability for data controllers and processors,
making robust ITAD essential. To protect your business from any potential legal percussions in the event of a data
breach, a rigorous chain of custody assessment must be established, while you should also demand proof of
disposal from any third party entrust to dispose of your data.

To ensure that your data is both destroyed securely, and the
process is fully GDPR compliant, your ITAD provider should:

Store IT assets in a secure
and licensed facility

Estabish a secure chain of custody by
collecting and transporting all relevant
assets in a GPS tracked vehicle

Provide information of precisely
what data was erased/destroyed
and by whom
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Use NCSC
(https://www.ncsc.gov.uk/)
approved data erasure
software

Provide a fully audited
data trail
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With fines for failing to destroy end of life data securely set to rise significantly with the implementation of the GDPR
this year, choosing a reliable ITAD provider is more important than ever. When the times comes to employ an ITAD
provider, make sure that they have all the necessary accreditations, that their data destruction methods meet your
specific needs, and that they provide you with a full audited data trail when the job is completed.

6.Conclusion
Data security in 2018 is a complex and varied practice, extending from government regulations, to employee
training, through to the fully audited destruction of IT hardware. Ultimately, successful data security in 2018 is a
question of attitude, of how committed you and your staff are to securing the data at your disposal.
Leadership on this front comes from the top, if you, or leading executives within your organisation, set a positive
and active tone for the company’s stance on data security, if you employ data stewards to govern your data, consult
with experts on the implications of changes in data protection regulations for your business, and provide ongoing
education for your staff on the subject of data-security, then your company will possess the agility, the knowledge
and the competence to secure your data and protect your business in 2018 and beyond.
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Established in 1996 as a dedicated IT Asset
Disposal service, EOL IT Services are the
most accredited ITAD in the UK. Our list of
accreditations goes beyond the industry
standard requirements, and distinguishes us
as the leading ITAD authority in the United
Kingdom.
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EOL’s commitment to the security and integrity
of our clients’ data is absolute, and is ensured
by our team of highly trained staff, each of
which are DBS checked (Disclosure and
Barring Service), police vetted and credit
checked in line with BS 7858 standard.

ISO
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INFORMATION GOVERNANCE
TOOLKIT

By choosing EOL IT Services to dispose of
your data, you can be sure of partnering with
the very best ITAD solution provider available.
For more information, please visit our website,
or phone us on 0845 600 4696.

eolitservices.co.uk
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