Commitment to GDPR

EOL’s Commitment to GDPR
The GDPR reforms become applicable as of 25th May 2018 and set out additional obligations
on data processors such as EOL. This requires technical and organisational changes as well
as the introduction of new business processes and privacy controls for our organisation. The
steps EOL are currently taking to ensure compliance are set out below.

Our commitment: EOL is fully committed to achieving compliance for our
Clients with the GDPR, prior to the regulation’s effective date.

What is EOL doing about the GDPR?
EOL started to dedicate internal resources to the GDPR over 18 months before the deadline of May 2018. We
did this because we value our clients (and also their customers) rights. As the most accredited ITAD in the UK,
compliance with and to international law and other relevant regulations, is very important to us.

So, where are we now?
EOL are now carrying out and planning various training and awareness activities in preparation for GDPR and
the new UK Data Protection Laws:

⊲

Data Protection Officer appointed and attending
PECB approved DPO course in December 2017;

⊲

Key GDPR-related documents, under ongoing
review e.g. Data Protection & Privacy Policy,
Fair Processing Procedure, Consent Procedure,
Subject Access Request Procedures and other
associated forms;

⊲

All staff to receive basic refresher training on
GDPR and Data Protection and client-facing staff
to receive enhanced training;

⊲

Several senior staff members have already
attended the GDPR Foundation course and
further courses are planned;

⊲

Evolving Client Services Contracts, Partnership
Agreements and Service Level Agreements now
undergoing legal and compliance scrutiny in
preparation for GDPR; and

⊲

All relevant documentation for other Standards,
and areas of EOL business, remain under
constant and senior management review.
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Controller and Processor Contracts – having one and what it should include:
Under the GDPR, when a controller uses a processor it needs to have a written contract in place to evidence
and govern their working relationship. If you are a controller, this guidance will help you to understand what
needs to be included in that contract.
Contracts must set out:
⊲

the subject matter and duration of the
processing;

⊲

the type of personal data and categories of data
subject; and

⊲

the nature and purpose of the processing;

⊲

the obligations and rights of the controller.

Contracts must also include as a minimum the following terms, requiring the processor to:
⊲

only act on the written instructions of the
controller;

⊲

ensure that people processing the data are
subject to a duty of confidence;

⊲

take appropriate measures to ensure the
security of processing;

⊲

only engage sub-processors with the prior
consent of the controller and under a written
contract;

⊲

⊲

assist the controller in meeting its GDPR
obligations in relation to the security of
processing, the notification of personal
data breaches and data protection impact
assessments;

⊲

delete or return all personal data to the
controller as requested at the end of the
contract; and

⊲

submit to audits and inspections, provide the
controller with whatever information it needs
to ensure that they are both meeting their
Article 28 obligations, and inform the controller
immediately if it is asked to do something
infringing the GDPR or other data protection law
of the EU or a member state.

assist the controller in providing subject access
and allowing data subjects to exercise their
rights under the GDPR;

What do you need to ensure as a Data Controller?
As a Data Controller, ensure your contracts include the following compulstory details by using our checklist:
☐

the subject matter and duration of the
processing;

☐

the type of personal data and categories of data
subject; and

☐

the nature and purpose of the processing;

☐

the obligations and rights of the controller.

☐

the processor must take appropriate measures
to ensure the security of processing;

☐

the processor must only engage a subprocessor with the prior consent of the data
controller and a written contract;

Our contracts include the following compulsory terms:
☐

the processor must only act on the written
instructions of the controller (unless required by
law to act without such instructions);

☐

the processor must ensure that people
processing the data are subject to a duty of
confidence;
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☐

the processor must assist the data controller
in providing subject access and allowing data
subjects to exercise their rights under the GDPR;

☐

the processor must assist the data controller
in meeting its GDPR obligations in relation to
the security of processing, the notification of
personal data breaches and data protection
impact assessments;

☐

the processor must delete or return all personal
data to the controller as requested at the end of
the contract; and

☐

the processor must submit to audits and
inspections, provide the controller with whatever
information it needs to ensure that they are
both meeting their Article 28 obligations, and
tell the controller immediately if it is asked to
do something infringing the GDPR or other data
protection law of the EU or a member state.

☐

reflect any indemnity that has been agreed.

As a matter of good practice, our contracts:
☐

state that nothing within the contract relieves
the processor of its own direct responsibilities
and liabilities under the GDPR; and

What do EOL need to ensure as a Processor?
In addition to the Article 28.3 contractual obligations set out in the controller and processor contracts checklist,
a processor has the following direct responsibilities under the GDPR. As a Data Processor EOL will ensure we:

only act on the written instructions of the controller
(Article 29);

will keep records of its processing activities in
accordance with Article 30.2;

will not use a sub-processor without the prior
written authorisation of the controller (Article 28.2);

will notify any personal data breaches to the
controller in accordance with Article 33;

will co-operate with supervisory authorities (such as
the ICO) in accordance with Article 31;

will employ a data protection officer if required
in accordance with Article 37; and

will ensure the security of its processing in
accordance with Article 32;

will appoint (in writing) a representative within
the European Union if required in accordance
with Article 27.

As a Data Processor EOL are also aware that we:
may be subject to investigative and corrective
powers of supervisory authorities (such as the
ICO) under Article 58 of the GDPR;

if we fail to meet our GDPR obligations we may
be subject to a penalty under Article 84 of the
GDPR; and

if we fail to meet our obligations, we may be
subject to an administrative fine under Article 83
of the GDPR;

if we fail to meet our GDPR obligations we may
have to pay compensation under Article 82 of
the GDPR.
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How will EOL meet these requirements?
As the most accredited independent ITAD in the UK, EOL have always been and remain dedicated to ensuring
industry best practice when it comes to data security, chain of custody and regulatory compliance – so how are
we going to ensure we meet the new requirements of the GDPR?
⊲

EOL will only act on the written instructions of our end Client (the Data Controller) by ensuring all clients are
under Contract in readiness for 25th May 2018 – our Clients written instructions will be clear throughout our
relationship;

⊲

EOL do not use sub-processors or third parties in any element of our business operation – from logistics
to processing and engineering staff – all are employees of EOL and we do not utilise temporary or subcontracted staff;

⊲

EOL will ensure full co-operation with all relevant supervisory bodies;

⊲

EOL ensure the security of our processing and diligent record keeping of all processing activities by
adhering to the stringent standards of ADISA, ISO 27001 and BS 7858 – these standards (and others) that
we are regularly audited against ensure we continually measure and maintain our levels of security and
compliance;

⊲

In our 21 year history we have never been subject to a data breach but should this occur, we will notify the
Controller in accordance with Article 33; and

⊲

EOL have appointed a qualified Data Protection Officer.

EOL’s commitment to a truly secure chain of custody and our compliant processes has
ensured our accreditations go beyond the normal standards now expected – we will
ensure we meet AND EXCEED all relevant requirements placed upon us by the GDPR.
Our investment is on-going – with both quality and compliance – supplying secure and
sustainable services to our client base in the UK and Europe.
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I’m new to the GDPR – what is it?
The GDPR, or General Data Protection Regulation, will come into force in May 2018. The regulation, set by
European Parliament, intends to strengthen and unify data protection regulations across the EU. Much of
what the new regulation legislates for is covered by the UK’s current Data Protection Act, but there are some
important elements you need to be aware of when it comes to disposing of your business’s data and IT assets.
Under the new regulations, any business that falls victim to a data breach only has 72 hours to report it, and if
they are found to be in breach of the GDPR guidelines, they could be fined 4% of the business’ annual turnover
or €20 million (whichever is greater). Clearly it’s crucial that your business is fully compliant with the GDPR,
and in a recent blog we looked at some of the most important elements you need to be aware of before the
regulations come into effect next year (https://www.eolitservices.co.uk/2017/09/19/general-data-protectionregulation/ ). You can also find information about the GDPR via the ICO’s website (https://ico.org.uk/)
If you have any questions, please don’t hesitate to contact your Account Manager or alternatively get in touch
with us at enquiries@eolitservices.co.uk

As the UK’s most accredited independent ITAD, EOL remains focussed on
enhancing our resources, capabilities and compliance in line with evolving
clients’ needs and changing legislative requirements.
Fully accredited and compliant with all relevant UK and European legislation we endeavour to adhere to a
zero landfill policy. As our service and reputation grows we continue to strive to provide our clients with EOL’s
ongoing commitment of trust, security, quality and confidentiality.
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