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Information technology is one of the cornerstones of the financial industry,
helping to streamline operations, refine workflows and drive growth. However,
with technology in the financial industry typically refreshed every 2-3 years,
companies must be prepared to dispose of their redundant IT equipment in a
secure manner.
All businesses with a high turnover of IT equipment should create an IT asset disposal plan,
but this is particularly important in the financial services industry. When dealing with the
sensitive financial information of clients and customers, you need to be sure to put robust data
security procedures in place. Failure to do so can result in data breaches, regulatory fines, and
serious damage to your brand image.
To protect the data of your customers and the future of your business, follow these four steps
to dispose of IT equipment in the financial industry.

Create an Action Plan
Before you begin the process of disposing of your IT assets, you should bring together the
key players in your organisation, from data security officers to chief executives, and define
an IT asset disposal plan catered to the needs of your industry.
Here are some of the questions you need
to ask and answer during this process:
⊲ Which individual or individuals will be
leading and taking ownership of this
project?
⊲ Have you identified every data-bearing
device in your organisation that needs to
be disposed of?
⊲ Will this project be in compliance with
the key industry and governmental

regulations regarding IT asset disposal
such as the GDPR and the WEEE
Directive?
Once you have answered those questions,
you can begin to put your plan into place.
Next, you can start to evaluate the cost of
the project, as well as thinking about what
type of third-party vendors you will have to
engage to help you carry out the project to
completion.
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Define Your Chain of Custody
The security of your IT assets throughout this process should be paramount, and for that
reason it is crucial you define a robust chain of custody. A chain of custody will ensure
that you are aware of the location of your assets throughout the disposal process, from
when they are collected at your premises, to the moment they are disposed of at a
secure facility. If you engage with a fully-certified IT asset disposal partner, they will be
able to provide you with a fully auditable paper trail, demonstrating where your assets
have been, and who they were handled by. In the unfortunate event of a data breach, this
will ensure your business is protected legally, as you will be able to identify the source of
the breach with precision.

Market Assets For Resale
Upgrading your IT equipment and disposing of your redundant assets can be a highly
expensive, if necessary, business cost. This is particularly so for financial services
companies as the pace of technological change can be quicker than other industries.
Fortunately, the reverse supply chain provides an outlet for companies who are disposing
of redundant IT assets to recoup a significant portion of their value. If you decide to mark
some or all of your assets for resale, it is of course paramount that all sensitive financial
and personal data has been securely wiped before they hit the market. In some instances,
it may well be the case that the data-bearing device is too sensitive to be resold, and in
that case the hard drive should be destroyed completely.
When it comes to the reverse supply chain, you will generally be better served in
engaging with an ITAD vendor with experience in your industry. Your vendor will then be
able to filter your assets by those which are suitable for resale and those which aren’t,
using their experience and knowledge of the resale market to command the best possible
prices for your assets.
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Choosing the Right Partner
As we have touched on throughout this article, choosing the right IT asset disposal
partner can be key to the success of your project. Businesses in the financial services
industry, deal with data that is highly sensitive in nature, and could result in serious
ramifications for client and company in the event of a data breach. For that reason, it is
crucial to engage an ITAD partner who will be able to assist in the process, from planning
and disposition, through to the chain of custody and the reverse supply chain.

When identifying your ITAD partner, quiz them on their experience in your industry,
and ask them if they have worked on similar projects in the past. Certifications are an
important signal of trust and authority, and ideally, your partner should hold some or all of
the following accreditations:

Certificate Number 15482
ISO 27001

ISO 27001: Security Management System - An international standard
certification recognising that the holder follows “information security
best practice, and provides an independent, expert verification that
information security is managed in line with international best practice
and business objectives”.

BS EN 15713: Secure Destruction Of Confidential Material - BS EN 15713
stipulates a number of procedures to follow in the disposal of sensitive
information.

CAS(S) - A NCSC government certification confirming that the bearer is
capable of offering the highest level of secure data sanitisation of data
sanitisation.

NAID-Europe Membership - NAID membership and certification verifies
that the highest standards of security are in place at all stages of the data
destruction process.
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Formally recognised by DIPCOG, ADISA has developed a security
standard for IT Asset Disposal organisations which focuses on how the
company processing equipment ensures assets and therefore data, is
managed and protected throughout the process of IT Asset Disposal

CPNI Standard - CPNI set the standard for secure onsite destruction of
sensitive data in a number of industries.

Waste Carriers Licence - Any business engaged in transporting, buying,
selling or disposing of waste is legally obliged to hold a Waste Carriers
Licence, issued by the Environment Agency.

Complying with Industry Regulations
In October 2018, the financial world was made to understand the true cost of a data
breach as Tesco Bank were fined £16.4 million by the Financial Conduct Authority (FCA)
“for failing to exercise due skill, care and diligence in protecting its personal current
account holders against a cyber attack”.
In this costly data breach, where £2.26m was stolen from 9,000 customers accounts
over 48 hours, Tesco Bank were found by the FCA to be in breach of Principle 2 of the
FCA Handbook which requires businesses to “conduct (their) business with due skill,
care and diligence”.
Because the FCA is designed to ensure that financial markets function correctly, it is able
to impose fines for cyber-security breaches where a regulatory body like the ICO might
not be able to.
Another industry regulation which has the power to impose costly penalties on financial
services businesses is the Payment Card Industry Data Security Standard (PCI DSS)
which was set up to help businesses process card payments securely and reduce fraud.
While the PCI DSS does not have legal authority to impose fines on businesses that are
not compliant with the industry standards, the PCI Security Standards Council (PCI SSC)
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can, with individual payment card companies, combine to impose fines on a merchant’s
acquiring bank in the event that a merchant has suffered a data breach and was found to
be non-compliant. These penalties can range from $5,000 to $500,000 per month.
As the financial services industry is among the most heavily regulated in the country,
it is crucial that your business takes the necessary steps to ensure the security of your
customer’s data when managing used IT equipment.

Why Partner with EOL?
As the UK’s most accredited ITAD provider, EOL IT Services possess the skills, certifications
and experience to assist in disposing of IT equipment safely and securely. In our 23 years
of experience we have also successfully assisted in many IT asset disposal projects in the
financial series industry.
Contact us today on 0845 600 4696 or visit https://www.eolitservices.co.uk/services
it-asset-disposal/ to find out how we can help you dispose of your data securely, safely
and reliably.

By working with the most accredited ITAD in the UK, you can be sure of
partnering with the best solution provider available.

Get in touch with us today.
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